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1.0 Introduction

This document is a training tool and reference guide for all DSS end-users who possess a
Common Access Card (CAC) to access IBM z/OS MUA mainframe DSS application(s) via the
Multi-Host Internet Access Portal (MIAP). Within this document are the instructions on using
DISA’s (Defense Information Systems Agency) solution for accessing the DISA hosted DSS
mainframe application(s) on MUA, that have a CAC enabled logon.

2.0  Background

DoD is moving toward the elimination of the “USERID” or user account authentication
and is now requiring PKI certificate authentication per CTO 07-015. This requirement has
proven problematic for authentication to IBM z/OS mainframe applications since the mainframe
still requires the use of a “USERID” in the host's local access control product (ACP). For DSS
this is the IBM RACF Security System.

DISA has provided a simplified logon process for customers to use digital certificates for
authentication purposes to the IBM z/OS mainframe legacy applications, such as TSO, CICS,
DB2, and other online interfaces. DISA has leveraged the use of “pass-tickets” available within
the existing mainframe product suite and MIAP Express Logon macros to enable the use of CAC
logins for DSS on the z/OS MUA mainframe.

DISA has also implemented a CAC registration process which includes a self-service
password reset facility also known as zPAT, in order to reduce the direct or indirect cost for the
management of application USERIDs for account password resets with a DSS system registered
CAC.
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3.0 Limitations

Although the DISA solution was created to enable the widespread use of CAC logins to
IBM z/OS mainframe applications, there are some limitations. To utilize this solution, DSS
users must have a valid DoD Common Access Card (CAC) and use MIAP to access DSS
applications on MUA. Other limitations are listed below.

3.1 Multiple USERIDs on the DSS LPAR

CAC logins are a one-to-one relationship that uses only one USERID per logical
partition (LPAR) or Mainframe environment. A CAC login to an IBM z/OS mainframe requires
users to register the digital certificate on their CAC against the current USERID that is already
established for the DSS application and is registered in the RACF Security Systems on MUA.
This is a one-to-one relationship where the digital certificate can only be registered to one
USERID per RACF security database or DSS mainframe security system.

Therefore, if a user has multiple USERIDs on the same DSS LPAR for multiple DSS
applications, they can only perform one CAC login to one DSS application on that LPAR. A
suggestion for these DSS users would be to register their CAC Identity certificate against the
USERID for the application they access the most on that LPAR, to best utilize the CAC login
process.

Login to all other DSS applications using other DSS USERIDs that are assigned to that
LPAR will need to be done via a valid USERID/password combination, using a non-CAC MIAP

session.

3.2 UserID / Password Maintenance when using — DSS DUAL Verification, JAMS,
RF Handhelds, QMF, MFEEE, DSS Web & CA-DISPATCH. (NON-CAC Applications)

*** (CL SuperSession Discussion) ***
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The z/OS DSS CAC login solution is for Telnet Access Only. DSS users who need to

utilize these NON-CAC enabled product applications, listed above, will need to maintain their

USERID & Password authentication on the LPAR supporting these products, using the
following password reset utility from your MUA CAC enabled CL SuperSession Menu.
Note: For Dual DSS IAV Verification Users -

Passwords will remain active within the DSS Production RACF Security system, after CAC
enablement. However, DSS user passwords will continue to expire after 60 days of uses;
DSS Dual Verification users will need to continue to maintain their passwords, changing
them every 60 days, using either the (MIAP) "OGD MUA Password Reset" or the (CL
Supersession) - "MUA Supersession PW Reset" — selection below. This will allow these
users to continue their Dual DSS authentication/verification within the DSS CAC enabled
environment.

Note: For CA — DISPATCH Users —
Please see Dispatch instructions in paragraph 8.1, below.

This figure below shows the AUACPPO1 CL SUPERSESSION PW RESET selection.

e OGD DSS MUA CAC/PKI OPERATIONS SUPPORT {'V2'} - 4 == | (-]
File Edit Connection Setup Macro View Help

[ M — . = == ] = o
| i - = M E S dEm R ESE b @
Actions Options Commaruds Features
KLSVSEL1L CLASUPERSESSIOH Main HMHMenu
Felect sessions with a " " or amn action code.
Session ID Description
AT DC T PR
AT NC T PTG DSS Warner Robins
AL TR BCT —DRAWDOWH

AULCPPOL HMULA Supersaession PW Reset
AULDEE T HMUA Dispatbtch

Commared ——=—I HMULASWUAMOOOd
Help [BE-Fxit BE-PRefresh |[g-Fkwd [@-—TRetrieve [QEEB—Action

12,2 > ibm3270 | 2 || Connected Bo... || ®=| 2.1 RSA with triple DES/3. 1 RSA with 123 bit AES
tn3270e: ffmiapproxy.csd.disa.mil: 222 || vuamMoooa

Figure 1 CL Supersession PW Reset

Once selected you will receive the MUL CL SuperSession UserID and Password
Validation screen. The password field must be filled in with your OLD password and the
Change Password Field must be changed to “Y”” as shown below, then press <<Enter>>.
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i OGD DSS MUA CAC/PKI OPERATIONS SUPPORT '{'V2'} - 4 = [ | [
File Edit Connection Setup Macro View Help

e [ = = i L o oe= 1 == o

LR B 2L = 2 | ESE b @

¥KIGLGONYL ——————————————————— Entyxry Walidation
Date: 08/7/25H,/16 Syvstem: HMUL

Time : da:-00: 25 Dewvice: AUACOOSA

Identificatiomn:

Change Password 7 (Y oxr HI

BFulletins:
Foxr assistance please contact the
Enterprise Service Desk
DEH S50-0032 oxr {(EHD) 855-352-0001

EHNTER USERID
Entex :}[elp =E:|r_'i_t,
LA

6,36 »| ibm3270 || 2E | Connected Bo... | 9 3.1 RSA with triple DES/3. 1 RSA with 128 bit AES
tn3270e:/fmiapprosxy. csd. disa.mil: 222 || vuaMoD04

Figure 2 Entry Validation Screen

Next you will receive the following screen to change your password, then press<<Enter>>.

KLGNPWD 1 Change Password
Type in your new password twice, and press ENTER.

Enter new password

Verify new password

Command ===>
Enter [l-Help [EE-Exit [@@B—Cancel

Figure 3

The next you will receive the following message if the password change was successful.

Then again Press <<Enter>> to continue.
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i OGD DSS MUL CAC/PKI OPERATIOMS SUPPORT {'V2'} - 1 = | S|
File Edit Connec tion Setup Macro View Help

= [ By S e 1 = (=
| o = = o L = Eikccall N - NIE= S8 b @

Cs050

Press EHTER to continue

= >»| ibm3270 2E || Connec ted Bo... o 3.1RS5A with triple DES/3.1 RSA with 128-bit AES
t3270e: /fmiapproxy.csd.disa.mil:992 | VULMOS 16

Figure 4 Password Reset Complete

4.0  Prerequisites

There are two prerequisites that are required for the DISA DSS z/OS CAC login process.

The first prerequisite requires that the targeted DSS LPAR mainframe name where the
desired DSS application is hosted is the starting point and must be known. In this case, the MUA
(Production) LPAR.

The second prerequisite requires that the user’s CAC PKI certificate be registered to the
DSS MUA RACEF security database with a valid MUA USERID. The CAC registration process
is covered in both the “J62D DSS CAC Registration (MUA) Guide” document and in the “J62D
DSS CAC Registration (MUA Quick-Ref)” document.
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50  *** CAC Enable Login Flow: End-to-End User CAC Enablement ***

This section describes the DSS End-To-End User CAC Enablement for DSS Production
Users connecting to the DSS MUA Mainframe.
Once the prerequisites above have been met, establish an Internet Explorer (IE) web browser

session with MIAP https://miap.csd.disa.mil/ and perform the normal DSS login process. At

this point you may select either certificate, it does not matter. Please, use what you have used in

the past.
2| Choose a digital certificate 7]

The host you are connecting to requires that you identify yourself using a digital certificate.
Please choose one certificate.

Type | Name | Issuer
Email signature CN=FLETCHER.STEPHEN ROBERT, 115812451... CN=DOD EMAIL CA-32, OU=PKI, OU=DaD, Q...
Identity =~ |CN=FLETCHER.STEPHEN.ROBERT.115812451... [CN=DOD CA-32, OU=PKI, OU=DaD, O=U.5. ...

Figure 5 Certificate Selection

The list of MIAP sessions presented is based on individual user profile or MIAP

Community of Interest (COI). Current DSS production end users should see something similar

to the MIAP COI menu as shown in Figure 6, below.

CONTROLLED UNCLASSIFIED INFORMATION
Page 8 of 34


https://miap.csd.disa.mil/

CONTROLLED UNCLASSIFIED INFORMATION

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

Site ID: Ogden Site B WS

You are accessing Reflection as
CN=FLETCHER.STEPHEMN.ROBERT.1158124510,0U=CONTRACT OR,OU=PKL,OU=D0D,0
=U.5. Government, C=US.

B | Type Mame a Grouping

ECH DSS OPERATIONS SUPPORT EAST {V3} -
MECH DSS PRODUCTION OPERATIONS EASTL...
MECH DSS VDI PROD OPERATIONS EAST {v2}
OGD DSS OPERATIONS SUPPORT WEST {v2}
OGD DSS PRODUCTION OPERATIONS WEST{V2}
OGD DSS VDI PROD OPERATIONS WEST {V2}
P_MECH PRINTER GRAPHICS{VZ}
P_MECH PRINTER LABEL{v2}
P_MECH PRINTER RFID{V2}
P_OGD PRINTER GRAPHICS{VZ}
P_OGD PRINTER LABEL{V2}

[raee~ ] &

m

FEEFEREREER

[ Log Out ] [ Refresh Links List

Home | About DISA | Security & Privacy | Freedom of Information Act | Mo Fear Act Notice | DeD

Figure 6: (Current) MIAP Community of Interest (COI) Menu

As shown below, your new MIAP COI menu will display various DSS CAC/PKI
Selections. Find and select the “OGD DSS MUA CAC/PKI PRODUCTION OPERATION”
for a static LU-Printer/Stacker/Carousel connection or “OGD DSS MUA CAC/PKI
OPERATIONS SUPPORT? for a Virtual LU connection. Clicking on the name will highlight

the name selected in the MIAP COI menu as shown in Figure 7, below.
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DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- <
ﬂ! Home ;I Non-CAC/PIV Password Reset Support

Site ID: Ogden Site AWS

You are accessing Reflection as
CM=FLET CHER.STEPHEN.ROBERT.1158124510,0U=CONTRACT OR,0U=PKL OU=DoD,0
=l.5. Government, C=US.

leIIType IName - IGrouping I
! MECH DSS OPERATIONS SUPPORT EAST {W2}

MECH DSS PRODUCTION OPERATIONS EASTY...

MECH DSS VDI PROD OPERATIONS EAST {W2}

OGD DSS MUA CAC/PKI OPERATIONS SUPPOR...

E—
0OGD DSS OPERATIONS SUPPORT WEST {V2}

0OGD DSS PRODUCTION OPERATIONS WEST{VZ}

QOGD DSS VDI PROD OPERATIONS WEST {V2}

P_MECH PRINTER. GRAPHICS{VZ} 3
P_MECH PRINTER. LABEL{VZ}

P_MECH PRINTER RFID{V2}

| »

m

||
:ggggggﬁgggg

Q-

Refresh Links List

Home

Figure 7: (New) MIAP Community of Interest (COI) Menu with CAC/PKI selections

If you have successfully registered your CAC PKI Certificate using the DISA zPAT
utility on the MUA mainframe, then the MUA TN3270 session will validate your CAC PKI
credentials against your existing MUA RACF USERID. This will launch the CAC-Enabled
login process to the DSS MUA LPAR / mainframe and display the MUA Banner Page as shown
in Figure 8, below.
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Banner Page

You are accessing a U.S. Government (USG) Information System (IS) that
is provided for USG-authorized use only. By using this IS (which
includes any device attached te this IS), you consent to the following
conditions: The USG routinely intercepts and monitors communications on
this IS for purposes including, but not limited to, penetration testing,
COMSEC monitoring network operations and defense, personnel misconduct
(PM) , law enforcement (LE), and counterintelligence (CI) investigations.
At any time, the USG may inspect and seize data stored on this IS.At any
time, the USG may inspect and seize data stored on this IS.Communicaticn
using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or
used for any USG authorized purpose.

This IS includes security measures (e.g., authentication and access
contrels) te protect USG interests--not for your perscnal benefit or

privacy. Notwithstanding the above, using this IS does not constitute

consent to PM, LE or CI investigative searching or monitoring of the

content of privileged communicaticns, or werk preduct, related to
personal representation or services by attorneys, psychotherapists, or
clergy, and their assistants. Such communications and work preduct are
private and confidential. See User Agreement for details.

Figure 8: MUA Banner Page
Acknowledge this banner page by pressing the <<Enter>> key on your keyboard.
After the <<Enter>> key is pressed, the login (Entry Validation) screen as shown in
Figure 9 below, will be momentarily displayed. No user action is required for this screen (i.e.,

the entering of information) as this screen will disappear.
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Entry Validation
em: MUA
Device: VTZT0003

Identification:
Userid....... Jusr.id(
Password. .... Change Password ? N (Y or N)

Additional Information
Group.....
Acct......

Proc......

For as

DSN 850-0032 or (E

Figure 9: Login (Entry Validation) Screen — No action required

After the login (Entry Validation) screen disappears, a new CL/SuperSession Menu will
be displayed by the MUA CL SuperSession session manager. The menu will look similar to the
one that is displayed in Figure 10 below, depending on what has been authorized to you through
AMPs,

*** Note ***

FIRST TIME IN — ONLY! CL SuperSession will prompt you to enter your PIN twice

in the following screen. Carefully, enter your PIN, Hit TAB and enter your PIN a second time.

KLSLEKWD1 Lock Password Prompt

Enter wyou CAC PIN to be
unlock the terminal when

Enter wour CaAC
Verifiy CAC
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Page 12 of 34



CONTROLLED UNCLASSIFIED INFORMATION

Actions Options Commands Features Help
CL/SUPERSESSION Main Menu

Select sessions with a "/"

ion ID Desc

AUATS MUA

AUACIPAP MUA

AUACIPBC MUA Barstow CA DSS
AUACIPCT MUA Corpus Christi TS DSS
AUACIPDC MUA San Diego CA DSS
AUACIPDK MUA Korea DSS

AUACIPGM MUA Guam DSS

AUACIPHU MUA Hill UT DSS

AUACIPLT MUA Lackland TX DSS
AUACIPMA MUA RBI

AUACIPMS MUA MIS Production
AUACIPOO MUA Oklahoma City OK DSS

MUA/VTZT1561

Figure 10: CL SuperSession Menu

From this menu, place your cursor next to the desired session ID (e.g. a specific DSS Site
application, such as AUACIPHU for MUA Hill, UT, DSS as shown in the menu above) that you
have been authorized to access through AMPS.

After the placement of cursor next to the desired DSS Site, press the <<Enter>> key on
your keyboard to display that site’s Site Selection Menu. In this example, DDHU was selected

as shown in Figure 11, below.

Iy OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS '{'V2'} =1 =] @
File Edit Connec tion Setup Macro View Help
7 i ey mm pEm [ —
ge g6 = BB Y E B D e

MENU

e e e e e e e e e e e e

* Site *

* Selection *
Zulu time is
1z: 119
on

TAALIANT 13 MAR 2016

System ID DDHU

HWOZ-HM HILL AFB

ing site and press ENTER or press CLEAR to exit DSS

Figure 11: DSS Site Selection Menu

You should now be signed into your desired DSS region.
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6.0 CAC ENABLED SIGN-OUT INSTRUCTIONS for DSS Multi-User Workstations

When signed into a DSS CAC Enabled MIAP session, such as - “OGD DSS MUA
CAC/PKI PRODUCTION” OPERATIONS (As shown below)

B |T1,r|:|e |Name Y |Gru:uu|:uing

: MTA CAC/PKI 80 Char {v2} -
OGD AF DSS (Dedicated LU) {v2}
OGD DSS MUA CAC/PEI OPERATIONS SUPPOR...

m

OGD D35 MUL CAC/PKI OPERATIONS SUPPOR...
OGD DSS MUL CAC/PKI PRODUCTION OPERAT...
OGD DSS MUY CAC/PKI OPERATIONS SUPPCE....
OGD DSS MUY CAC/PKI PRODUCTION OPERA. ..
0GD FLIS MFGD MODEL 2

0GD FLIS MFGD MODELS

FEEEEEFRPEE

0GD FLIS MFLP MODEL2

e s o s e s

| Actions | Oc

Figure 12 MIAP Menu

Into your Sites Specific Region — Using the “HILL” region as an example below

HMEHU
Evstem time is
LR RS 11:36: 27
* Site * . on
* Selection * ' N 1 14 JUL 2016

* HMenu *
LA 22 R L LR R N ! Zulu time is
. 17:38:27
HMEHU GROUP or
VAN 14 JUL 2016
[N B

Evstem ID DDHU

_ HWO2-02 HITI AFE _ HWOZ2-HrMM HITI AFE HMALTHT

Select a processing =ite and press EHTER or press CLEAR to exit DES

15 /002

Figure 13 Site Specific Region
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*** PLEASE FOLLOW THESE Very Important STEPS when SIGNING OUT_OR YOUR
WORKSTATION will become LOCKED with a “Session not Bound” error message for
Follow-On, NON-CAC enabled users ONLY:, of this DSS Workstation. ***

Again, using the “HILL” Site as the example.

1.) <<PF3>> - The First PF3 clears you from the HILL site region to the CICS screen
shown in figure 13, above:

File Edit Connec tion Setup Macro View Help

==

P = (2 BB, B8 L BB =8 b @

Bl /cLEAR to LOGOEE

ENTER FOR DSS HMEHWU
BFOO0 MEHU
BRWOO MEHU

APFLICATION EXIT REQUESTED

Figure 14 Clearing CICS Screen

2.) <<PF3>> again — Clears you from the CICS SCREEN shown in figure 13, above.
3.) Most CRITICAL — YouMUST do one more <<PF3>> followed by an <<ENTER>>
or “1” to clear you from the CL SuperSession Application as shown in figure 15 below.

K OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS {'V2'} — = | [==-]
File Edit |[Connection| Setup Macre View Help
5 * | ey Em  E= ] == 0 e
£ il == = BB = E5F b @

Actions Options Commands Features Help
KLSVWSELL CL/SUPERSESSIOH Main Menu
Select sessions with a "/" or an action code.
Session ID Description
MUA Guam DSS
MUA Hill UT DsSS
DSS Jacksonwville

Exit HMenu

Type a selection number or position the
Ccursoxr omn a line and press ENTER.

B 1. Exit (x)

2. BResume {(R)

Commariid ===
Enter Help [HE-—Ccancel MUA/VUACTS T2
B -rPetriceve [EE-aAction

18,5 »| ibm3270 | 2E || Connectsd Bo... | @=| 3.1RSA with triple DES/3. 1 RSA with 128-bit AES
tn3270e://miapproxy.csd.disa.mil:992 || vuacTsT2

Figure 15 Clearing CL Supersession
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If (NOT) completed in this correct sign-out sequence — the following user coming in

NON-CAC enabled, using this Multi -user workstation will receive a “Session Not Bound”

Error Message.

Clearing a LOCKED Terminal

To clear this LOCK terminal once the “Session Not Bound” error message is
received is to have a DSS CAC enabled user sign back in CAC Enabled and sign-out
correctly, following the Sign-Out Steps outlined above OR the NON-CAC user can wait 15

to 20 minutes and the locked workstation will AUTO clear it-self.

7.0  DSSLU Registry Not Defined or MISSING from the Workstation (Message)
(May or may not come up this way)

If you receive the DSS CITRIX / VDI TERMINAL ID SCAN dialog box that displays
“Please Scan your Terminal Barcode” as shown in Figure 16 below, this means that your DSS
workstation has not been updated with the DSSLU registry file for your workstation
hardware or for NAVY users, please SCAN your “V” Terminal LU, not your “T” LU.

This DSSLU registry file is mandatory for a successful PKI/CAC logon for DSS End-to-

End production static LU terminals to find their associated printer, stacker or carousel.

|£»| DSS CITRIX/VDI TERMIMAL 1D SCAN (23w

9 Please scan your DSS TERMIMAL BARCODE
| |

Figure 16: DSS CITRIX/ VDI TERMINAL ID SCAN Dialog Box
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If this occurs, please contact the DLA EHD (Enterprise Help Desk) with your DSS
workstation IP address. The help desk will open an EHD Ticket/Work Order for your DSS
terminal and send an email to the DLA Infrastructure Operations J64-TFS team to update your
workstation registry. Also see Helpful Tips 8.1 below for more details.

7.1  CL SuperSession Error Message (CS031)

If you are using your MIAP CAC selection - OGD DSS MUA CAC/PKI
OPERATIONS SUPPORT, to connect to MUA applications, you will have no issues selecting

applications from your AUACPPO01 CL SuperSession Menu. If however, you are using OGD
MODEL2 or OGD MODELDS5, to connect to the AUACPPO1 CL SuperSession, non-CAC
enabled, CL SuperSession will display a menu for you, but will EAIL when connecting to any
MUA applications. You will receive a CS031 CL SuperSession error message - "Session
establishment failed because the Virtual Session Manager could not allocate resources. Contract

your Candle products administrator.” (See figure 17 below)

Sesxsxion esstablishment failasd hecomses

tha Virtual Session Managesr oould not

AallocatE IFescoiullrcaEs , Contact yonar

Candle products administrator .

Praxs ENTER to oontinues

Figure 17 CL Supersession Error Message

If you need to use a MODEL2 non-CAC enabled Session with MUA, a new MIAP selection has
been provided for you, to correct this issue - OGD MUA MODEL2 {V2}. This selection will
allow you to connect to the MUA CL SuperSession - AUACPP01 NON-CAC enabled and

successfully select from the DSS applications displayed. If you have not yet registered your

CAC certificate on the DSS mainframe systems, we encourage you to do so, so that you are able

to use the new DSS CAC/PKI selections to DSS without any issues.
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1.2

Session Timeout Message

If a User allows the CAC/PKI session to timeout, they will receive the following message

screen:

File Edit Connection Setup Macro View Help

AAS AR EN B b @

SITE: HEAA DISTRIBUTION STANDARD SYSTEM WORK: AA SYSTEM: DDAA

TRANSPORTATION

MISSION RECEIVI

WAREHOUSE OPERA

PPC

TRANSPORTATION Your session has timed cut due to inactivity.
PACKING/CONSOLI

INVENTORY/ITEM Press the ENTER key to clear the Supersession session
REWAREHOUSING

QUTLOADING then close this window and relaunch your session from
ISDR your MIAP account.

COSIS

P&P

SET ASSEMBLY-DE

SUPPORT

INQUIRIES

Figure 18 Session Timeout Message

As the message states, the user must select <<ENTER>> at this point and close the black

screen that follows, as shown below.

@ OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS '(V2)

01/001

Figure 19 Close this BLACK Screen — DO NOT SELECT <<ENTER>> on this screen (See Note Below)
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Then relaunch your MIAP CAC/PKI MUA Session —

B |T1,-'|:|E |Name Y |Grnuping
MECH D35 OPERATIONS SUPPORT EAST {W2}
MECH DSS PRODUCTION OPERATIONS EASTL...
MECH DSS VDI PROD OPERATIONS EAST {V2}
MTA CAC/PKI MODELZ {v2}

OGD AF DSS (Dedicated LUY {2}

OG0 DSS MUA CAC/PEI OPERATIONS SUPPOR...
OGD DSS MUA CAC/PKI PRODUCTION OPERA...
OG0 DSS MUL CAC/PKI OPERATIONS SUPPOR....
OGD DSS MUL CAC/PKI PRODUCTION OPERAT...
OG0 DSS MUY CAC/PKI OPERATIONS SUPPOR...
OGD DSS MUY CAC/PKI PRODUCTION OPERA...

s

Figure 20 Relaunch the OGD DSS MUA CAC/PKI Session

m |

EEEEEEERERE

NOTE: If the User Selects <<ENTER>> from the BLACK Screen shown above, the
user will be prompted for a UserID and Password. The Session will no-longer be CAC

Enabled. And if the User has been on CAC for a while, they will more than likely find their
MUA password expired.
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8.0

HELPFUL TIPS

Guidance on Entering and Exiting CA Dispatch under DSS CAC Enablement.
8.1 CA-DISPATCH DSS (End User) Instructions
DSS Application End Users Enter Transaction DSP2 on the Link To => Line below.

DISTRIBUTION STANDARD SYSTEM S¥YSTEM: DDBC

DsES 17.05 PRODUCTION REGION Zi1auczo17
MENU GROUF IS MASTER

TRANS PORTATION SERVIC 16 PROJ CONSOL & PACK TECH SUFFORT {(PRINTER)

MISSION RECEIVING FIND MENU PATH

WAREHOUSE OPERATIONS 18 BATCH REPORT SELECTOR

PEPC 19 HAZARDOUS MATERIAL

TRANS PORTATION 20 TOTAL PACKAGING TPE CCP GLOBALS

PACKING,/ CONSOLID 21 VIOLATIONS

INVENTORY ,/TITEM DATHA 22 SERIAL NO TRACK-SASP

REWAREHOUS ITNG 23 aAaToc TosSE

CUTLOADING 24 DIrS MAT REgQ COM/SUP APPRVL

ISDR 25 ECs

COSTS

P&P 27 CUSTOMER INQUIRIES CCoCP RECEIVING

SET ASSEMBLY -DEPMEDS PCS OPTIONS FRC PROCESSING

SUPPORT MPC PROCESSING

INQUIRIES A/ QC MANAGEMENT MENU

WELCOME TO DSsS FXY 17.05
DDBC FRODUCTION REGION

Link to =>
EE. 24 /707&

Figure 21

Next the DSS End User will see the CA Dispatch Reports Selection Screen.

& OGD DSS MUA CAC/PKI OPERATIONS SUPPORT '{V2'}' - 1 - m} X

File Edit Connection Setup Macro View Help
BFE fFA A=A RELER DO
VTOVMIO10 —— View Report Selection Screen
DC900034 FIRST PAGE
COMMAND ==> Mode (R, J) ==>
Selectic Report === Jobname ==> Recip:
Criteria = From: Date mnddyyyy) ==> Time (hlhamn)
To : Date {(mmddyyyy) ==> Time (hlhamn)
Report TJobname TJok # Date
SALLSITE CODELIST 4747O 03/13/2017
SATLLSITE CODELIST 59563 oo/21 /2016
SATLLSITE CODELIST A52T7O oo/l /2016
SATLLSITE CODELIST &E5950 05 /13/2016
SATLLSITE CODELIST 71147 os5/12/2016
SATLLSITE CODELIST 396 o4,/01/2016
SATLLSITE CODELIST 132043 oz/28 /2016
AATTLSTITE CODELTIST 40507 o1/27/2016
AATTLSTITE CODELTIST 21090 oz/12/2014
AATTLSTITE CODELTIST 1949z 0Z2/19/20132
AATTLSTITE CODELTIST 328 0Z2/03/20132
AATTLSTITE CODELTIST 18076 01/10/20132
EATLSITE CODELIST 22397 o9/25/2012
SAUNIQUE AUNIQUER 23451 10/0=2/2001
SPTRNTEY SCN2655 &7883 ol1/28/2016
_ SPTRNTEY STPo8s &7838 ol1/28/2016
S—Select D—Delete R—Reprint from Archivwve

=R
Figure 22

n
i
Q
[
u

HEHBEHENRNAMRAGO OGO
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To Exit CA Dispatch - DSS End User simply Enters PF3/F3 and the Blank Screen will be
displayed below.

& OGD DSS MUA CAC/PKI OPERATIONS SUPPORT '{'V27 - 1 - m] X
File Edit Connection Setup Macro View Help

[ — 3 5 o EEE | o )

BRE Sf dAdSA0 2R EN PO

Figure 23

From the Blank Screen, User can Hit-Enter or Any Key to return to the DSS Application.

& OGD DSS MUA CAC/PKI OPERATIONS SUPPORT '{V27)' - 1 - O X
File Edit Connection Setup Macro View Help

BEE A A=A RBEESR PO

MENU
Svstem time is

TR AXKAIK KA AK 07:52:10

* gite * . on

* Selection * ' h ! 21 AUG 2017

* Menu *

KA A I KA A KA A hh = T FZulu time i=
14:52:10

MENU GROUP on

T/ TINNT 21 AUG 2017
N

Svs=tem ID DDBC

_ HWBC-BC BARSTOW _ HWEBM-EM BARSTOW MAINT _ HWBC-XC YERMO

Select a processing site and press ENTER or press CLEAR to exit DsSs

15/002

Figure 24
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8.2

& OGD

CA-DISPATCH DSS (TSO User) Instructions
Enter DS — From the ISPF Primary Options Menu, for the DISA STD Application Menu.

MUA MODEL2 {v27} -1

File Edit Connection Setup Macro View Help

BEE

AA2Ar TRl ES )@

Utilities

¥ @

Menu Compilers Options Status

Setting
View

Edit
Utilities
Foreground
Batch
Command
Dialog Test
IM Facilitwy
IBM Products

ISPF Primary Option Menu

Terminal and User Parameters
Display source data or listings
Create or change scurce data
Perform utility Ffunctions
Interactive language processing
Submit job for language processing
Enter TS0 or Workstation commands
Perform dialog testing

ILibrary administrator functions

Time . . .
Terminal .
Soreen. .
Language .
Appl ID .
TSSO logon
TSO prefix
System ID
MVS acct.

08:58
3278

1
ENCLISH
ISR
SDSSNOR
HNUO3547
MUA
DDRODS IO

IBM program development products
DISA Standard Application Menmu
DISA Site Unigue Application Menu

DISA S
DISA U
SDSF

SCILM
Workplace

Release . ISPFE 7.2

oo oNOURWNRO

System Display and Search Facility

[
=]

SW Configuration Library Manager
ISPF Object/Action Workplace

"
=

Enter X to Terminate using leg/list defaults

04/016

Figure 25

Enter D, for the CA-DISPATCH Interface

& OGD MUA MODEL2 '{'v27} -1 - ] X
File Edit Connection Setup Macro View Help

L 3

RGBS DO ¥ @
OPTION ===

CA-DILSPATCH
CA-EXAMINE
COMPUWARE /VE
ITO0A
INTERTEST
INTERTEST
ISME
JOBSCAN

FM Plus

FM Plus DB2
OuickRef
vps

STROBE

THMS

TOA
MOSeries

CA-DISPATCH Interface
CA-—EXAMINE Auditing Program
Abend-Aid Viewer

I0A Controel Products
INTERTEST BATCH

INTERTEST BATCH DBZ2
Interactive Storage Management Facility
JOBSCAN

File Master Plus

File Master Plus for DBZ

MVE /OuickRer

Invoke VMCFEF interface to VPSS
STROBE MVS

Invoke Tape Management System
I0A Control Products
MO Utilities

Use UP and DOWH PF Keys or commands to scroell MENU.
Enter END command to terminate .
02 /015

Figure 26
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To Exit the CA DISPATCH Reports Screen <<Enter>> PF3/F3.

&4 OGD MUA MODEL2 {V27} -1 - m} x
File Edit Connection Setup Macro View Help
[ 5 i . . = B8R o == e
BERE JFidsdALRPaREREGEES PO ¥ @
VOVMIO10-—
DC200024 FIRST PAGE
COMMAND == Mode (R, J) ==
Selection: Report == Jobname == Recip:
Criteria : From: Date {(amddyyyvy) Time (hhimm)

To : Date {(mddyyvyvy) Time (hhimn)
Report Jobname Date
SATLSITE CODELIST 02/12/2017
SATLSITE CODELIST 09/21/2016
SATLSITE CODELIST 09/19/2016
SATLSITE CODELIST 05/12/2016
SATLSITE CODELIST 05/12/2016

]
]
Q
0
[

SATILSITE CODELIST 04/01/2016
SATILSITE CODELIST 0z2/28/2016
SATILSITE CODELIST 01/27/2016
SATILSITE CODELIST 0z2/12/2014
SATILSITE CODELIST 02/19/2012
SATILSITE CODELIST 02/02/2012
SATILSITE CODELIST 01/10/2012
SATILSITE CODELIST 09/25/2012
SAUNIOUE AUNIQUEA 10/02/2001
SPTRNTEY SCNZ2655 01/28/2016
SPTRNTEY STP988 01/28/2016
S—Select D-Delete R—Reprint from Archive

HEHEHEHENNNAa O OO

02/014

Figure 27

<<Enter>> from the “END of CAI/USF/ISPF Session”.

& OGD MUA MODEL2 {'V27' -1 - O X
File Edit Connection Setup Macro View Help

RWER /A A=A RBAREER DO ¥ @

&

]

04/006

Figure 28
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Returns the DSS TSO User back to the DISA STD Applications Menu below.

& 0GD MUA MODEL2 {'V27}' - 1 - ] X
File Edit Connection Setup Macro View Help

[ i i oy ~ m= B @ =4 A

B /A A=A028RBRRGERKDO 7 @

OPTION >

CA-DISPATCH CA-DISPATCH Interface
CA-EXAMTNE CA-EXAMTNE Auditing Program
COMPUWARE /VE Abend-Aid Viewer

T0A I0A Control Products
INTERTEST INTERTEST BATCH

INTERTEST INTERTEST BATCH DBZ

ISMFE Interactive Storage Management Facility
JOBSCAN JOBSCAN

FM Plus File Master Plus

FM Plus DBZ2 File Master Plus for DB2
QuickRef MVS/QuickRerl

vPSs Invoke VMCF interface to VPS
STROBE STROBE MVS

™S Invoke Tape Management System
TOA T0A Control Products
MOSeries MO Utilities

Use UP and DOWN PF Keys or commands to scroll MENU.
Enter END command to terminate.

027014

Figure 29
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8.3 LU Registries — LUWest vs. DSSLU

When the following error message (Fig 20) was received, validate that the DSSLU
matched the LUWEST registry with the exception of the first character, LUWEST begins with a
“T” and DSSLU begins with a “V” (Fig 21), if it did not match, a EHD help ticket was
submitted: “Request PC Support for the following: Request PC be assigned a valid DSSLU

WEST registry to support DSS CAC Enablement for End User”

k Reflection Security Gateway - LAUNCHER IBM... b"-’“!

'Q The device name 15 esther missing, invald or in use

Figure 30
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C:\Users\** UserlD**>set

Microsoft Windows [Uersion 6.1.76811
Copyright <c» 2009 Microsoft Corporation. All rights reserved.

C SUzerssTJC2485 Xset

REPROFILE=C:“ProgramData
=GC:slUserssTJC2485~AppDatasRoaming
onProgramFiles=C:“Program Files“Common Files
unPPngPamFlle;(xBB) =G: \Prngram Files (x86)\Gnmmnn Files

pec=0C: \UINDOUS\ngtem32\cmd exe
LOGDIR=C:“ProgpagmbData~McAfee~DesktopProtection

DSSLU UUA1174B

FF_MO_HOST_CHECK=RY

HOMEDRIUE=H :

HOMEPATH =~
HOMESHARE=-~Homel4_.dir.ad.dla.mil~HOME~TJC2485
LOCALAFPDATA=C:~Users TJC2485 Applata~Local
LOGONSERVER="~TRALECAA1L LEA
LUWEST =TUA1174E
MUMBER_OF_PROCESS0RS =4 pdar
08 =Windows_NIT
Path=C:“\ProgramData“Qracle~Javasjavapath; C:A\UINDOUES \systemd2 ; C:\HINDOUWE ; C=~WINDO
WSsSustemd2xWbem; CaAHINDOWS S ystend2 \HindowsPowerShe 11wl @~ ; C:~WINDOWS~System32
~NWindowsPowerShellsel 8% ;C:nProgram FilesnActivIdentitysActivClient™;:C:\Program
Files <(xB6>“Activldentity~ActivClient;C:-“Program Files“Tumbleweed“Desktop Ualid San
ator™n;C:sProgram Files (xB6>“0Qracle Instant Client 18.2%;C:“Program Files“1E-Hom

dBranch 116
PATHEXT =.COM; .EXE; .BAT; .CHD; .UBS; .UBE; .J5%; .J5E; .W5F; .W5H; _H5C San
PROCESSOR_ARCHITECTURE=AMDG4
PROCESSOR_IDENMT IFIER=Inteltd4 Family 6 Model 68 Stepping 3, Genuinelntel Ban
"OCESSOR _LEUEL=6

-ngramFlled(xsﬁ)—C \Prngram Files (xB6>

Programl6432=C:~Program Files
PROMPT =5P5G
PSModulePath=C:~WINDOWS“systemdZ2 " WindowsPowerihell vl .BnModules™ Mipi=r
PUBLIC=C:“Uzers~Public
SESSIONNAME=Conzole CT11
SystemDrive=C: B cc
SystemRoot=C=5WINDOWS * -
TEMP=C:~\Users~TJC2485 AppData~Bocal~Temp JBSE
TMP=C:~Users~TJC2485 Apphata~Local~Temp ke

tne_admin=C:“Program Files (xB&>>0racle Instant Client 108.2
UATDATA=C = ~UINDOUS-CCH~UATDat a~D?FECI?5-CABS—421d-BEAC-17?A1FE1EEY?
USERDHNSDOMAIN=DIR_AD_DLA .MIL

USERDOMAIN=DIR o of
USERNAME=TJC2485

USERPROFILE=C:“Uszers~TJC248%
USEDEFLOGDIR=C:“\ProgramData*McAfee~DesktopProtection
windir=0C:~WINDOWS Al
windows_tracing_flags=3
windows _tracing_logfile=C:“\BUTBin“Tests“installpackage*csilogfile.log I

C:wlUsers~TJC2485> BlCh:

Figure 31

Again, DSSLU uses the same LU as LUWEST or LUEAST, WITH the exception of the first

character being a “V” instead of a “T” as noted above.
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8.4  “Receiving” Mission using Web Apps.

Receiving Mission, many users encountered the following error, Fig 22 when logging
into to DSS. It was found that they were also accessing other Web Apps, such as WEBFLIS,
that also required CAC access. The errors were significantly reduced when we had the user

access the Web Apps first, and then open MIAP to access DSS.

This is a DISA Generic Error Message and it can occur for several different reasons.

Usually, there are follow-on messages that will hopefully, identify the actual error that is
occurring. This does not neccessarly mean user certificates are NOT registered, the problem
could be something else, altogether. As with this CAC enabled Web App for WEBFLIS.

e Message

6 Identity certficate not registered on the manframe

Launch the 7PAT todl to regster the appropnate cerbficats, Make sure you are usng the
identity certificate that has "All applcation polides™ within the “This certificate Is ntended
for the following purposs(s)” saclion under the general Lab of the certificate detais
screen.

ok |

Figure 32
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8.5  Setting Session Attributes
To make the transition of switching session selections easier for our users, we also

encouraged the Supervisor or trainers, set up the session attributes for the users.

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- (2]
ﬁ' Home ;‘ Non-CACIPIV Password Reset Support

Site ID: Ogden Site B WS

You are accessing Reflection as
CN=ARCEOQ.MANUEL.E.1231977437,0U=DLA,0U=PKI,0U=DoD,0=U.5.
Government, C=US.

Fli} |Type | Mame & ‘ Grouping |
MECH D55 OPERATIONS SUPPORT EAST {VZ} i
MECH D55 PRODUCTION OPERATIONS EAST{V2}

MECH D55 VDI PROD CPERATIONS EAST {V2}

0GD D55 MUA CAC/PKI OPERATIONS SUPPORT {V2}
0GD D55 MUA CAC/PKI PRODUCTION OPERATIONS {V2}
0GD D55 OPERATIONS SUPPORT WEST {V2}

0GD D55 PRODUCTION OPERATIONS WEST{V2}

0GD D55 VDI PROD OPERATIONS WEST {v2}

0GD MUA MODEL2 {v2}

0GD MUA Password Reset {V2}

P_MECH PRINTER. GRAPHICS{VZ}

(v ] &

Refresh Links List

Figure 33

Session Attributes not yet set for user.

To set the Session Attributes:

1) Click on selection to highlight session required.
2) Right click your mouse and click on “Session Attributes” figure 33
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DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- n
[ 5 TR :‘l Non-CAC/PIV Password Reset Support

Site ID: Ogden Site B WS
You are accessing Reflection as
CN=ARCEO.MANUEL.E.1231977437,0U=DLA,OU=FKL,0U=D0oD,0=U.S.
Government,C=US.

=B [Type [rMame o Grouping
@ilp MECH DSS OPERATIONS SUPPORT EAST {VZ}
@iy MECH DSS PRODUCTION OPERATIONS EAST{VZ}
@iy MECH DSS VDI PROD OPERATIONS EAST {VZ}
@ilp OGD DSS MUA CAC/PKI OPERATIONS SUPPORT {v2}
. IDGD DSS MUA CAC/PKI PRODIUCTION OPERATIONS {VZ}
@iy OGD DSS OPERATIONS SUPPORT WEST {VZ}
@ilp OGD DSS PRODUCTION OPERATIONS WEST{VZ}
@ilp OGD DSS VDI PROD OPERATIONS WEST {2}
@lp OGDMUAMODELZ {vZ}
@ilp  OGD MUA Password Reset {v2}
@iy  P_MECHPRINTER GRAPHICS{VZ} Eoly SRS E e

Preferences
a
Help
Refresh Links List

Duplicate

Figure 34

3) Key in Grouping ID (can be Alpha or Numeric) figure 34
4) Check the “Open Automatically” box

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- ~
Session Attributes ===

You are accessing Ref
CN=ARCEQ.MANUEL.|
Government,C=US.

Mame: |>RODUCTION OPERATIONS {v2}

Grouping: -

B [Type [Name 2 Grouping

] Open automatically

[o ) (e B

OGD DS5 MUA CAC /PKI PRODUCTION OPERATIONS {V2}
OGD DSS OPERATIONS SUPPORT WEST {v2}

OGD DSS PRODUCTION OPERATIONS WEST{VZ}

OGD DSS VDI PROD OPERATIONS WEST {V2}

OGD MUA MODEL 2 {v2}

OGD MUA Password Reset {V2}

P_MECH PRINTER. GRAPHICS{VZ}

(o] [

PEEEEEERPEE

b3
&
3
L]

Refresh Links List

Figure 35

CONTROLLED UNCLASSIFIED INFORMATION

Page 29 of 34



CONTROLLED UNCLASSIFIED INFORMATION

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- N
Session Attributes el =

You are accessing Ref
CN=ARCEO.MANUEL.
Government, C=US.

MName: |>RODUCTION OPERATIONS {V2}

Grouping: |1 -

B [Type [rame 4 Grouping

Dipen automaticaily

ls

OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS {v2}
OGD DSS OPERATIONS SUPPORT WEST {v2}

OGD DSS PRODUCTION OPERATIONS WEST{VZ}

OGD DSS VDI PROD CPERATIONS WEST {V2}

OGD MUA MODEL2 {v2}

OGD MUA Password Reset {V2}

P_MECH PRINTER GRAPHICS{V2}

EFEEEEEEEEE

Q-

Refresh Links List

Figure 36

5) Click “OK”. Session Attributes are now set

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- ﬂ
ﬂ' Home ;I Non-CAC/PIV Password Reset Support

Site ID: Ogden Site B WS
You are accessing Reflection as
CN=ARCEO.MANUEL.E.1231977437, 0U=DLA, OU=PKL,OU=DoD,0=10.5.
Government,C=US.

B [Type [Name « Grouping
MECH DSS OPERATIONS SUPPORT EAST {V2}

MECH DSS PRODUCTION OPERATIONS EAST{V2}

MECH DSS VDI PROD OPERATIONS EAST {V2}

OGD DSS MUA CAC/PKI OPERATIONS SUPPORT {v2}
OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS {v2}
OGD DSS OPERATIONS SUPPORT WEST {v2}

OGD DS5 PRODUCTION OPERATIONS WEST{V2}

OGD DSS VDI PROD OPERATIONS WEST {V2}

OGD MUA MODEL2 {V2}

0GD MUA Password Reset {V2)

P_MECH PRINTER. GRAPHICS({v2}

&

EEEEEEEEEEE

»
o
2
4

Refresh Links List

Figure 37
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Once the Session Attributes are set, the user can then create their Desktop shortcut to

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

= n
ﬁ‘ Home g Non-CAC/PIV Password Reset Support

Site ID: Ogden Site B WS

You are accessing Reflection as
CM=ARCEO.MAMNUEL.E.1231977437, OU=DLA, OU=PKI,0U=DoD,0=U.5.
Government,C=US.

DSS.

i) |Type |Name s |Graup\ng |
[ =T MECH DSS OPERATIONS SUPPORT EAST {V2} -
| =T MECH DSS PRODUCTION OPERATIONS EAST{VZ}
(=" MECH DSS VDI PROD OPERATIONS EAST {V2}
(=" OGD DSS MUA CAC/PKI OPERATIONS SUPPORT {V2}
- =T OGD DSS MUA CAC/PKI PRODUCTION OPERATIONS {V2} i 3 Back
=T 0GD DSS OPERATIONS SUPPORT WEST {v2} [Feere
@ OGD DSS PRODUCTION OPERATIONS WEST{VZ} Go to copied address Ctrl+5Shift+L
(=) 0GD DSS VDI PROD OPERATIONS WEST (V23 Save background as...
=T OGD MUA MODEL2 {V2} Set as background
Gy |OGD MUA Password Reset {v2} Copy background
[ =] P_MECH PRINTER GRAPHICS{v2} i Select all
Create shortcut
Add to favorites...
View source
Inspect element
ez Encoding 3

Print...
Print preview...
Refresh

Export to Micresoft Excel
Send to OneMote

Properties

Figure 38

Note: For mobile workstation carts, Herbies - as they are known here at Distribution Center San
Joaquin, the P_OGD PRINTER LABEL (V2) and the P_ODG RINTER PRFID (V2) must be
opened as well. These two sessions can be added to the GROUPING “1” so that they open at the
same time, automatically, along with DSS, using the same Session Attributes procedure. Just be

sure to assign them to the same GROUPING, so that ALL 3 sessions will open automatically

when the shortcut is used from the desktop. *** Shown in figure 38, below.
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DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

" ACCESS

Non-CAC/PIV Password Reset n Support

Site ID: Ogden Site B W3

You are accessing Reflection as
CMN=ARCEQ.MANUEL.E.1231977437,0U=DLA,0U=PKL,OU=DaoD,0=U.5.
Government,C=US.

B ITYDE IName - IGrnuDing
y  OGD DSS OPERATIONS SUPPORT WEST {V2} i
Gy  OGD DSS PRODUCTION OPERATIONS WEST{V2}
iy OGD DSS VDI PROD OPERATIONS WEST {v2}
Gy  OGD MUA MODELZ {vZ} i
ly  OGD MUA Password Reset {v2}
iy  P_MECH PRINTER GRAPHICS{vZ}
iy P_MECH PRINTER LABEL{v2} L
GWy  P_MECH PRINTER RFID{VZ} i
Gy  P_OGD PRINTER GRAPHICS{vZ}

. m ' OGD PRINTER LABEL{VZ} -
Gy  P_OGD PRINTER RFID{VZ} [_oGo pRINTER LABELY, |~

a

Refresh Links List

Home

Figure 39

DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

Site |ID: Ogden Site B WS
“ou are accessing Reflection as

CHN=ARCEO.MANUEL.E.1231977437,0U=DLA,OU=PKI,OU=DoD,0=U.5.
Government,C=US.

Gy oGDhD
Ly OGD DS
@ity ocoof|

MName: |P_OGD PRINTER LABEL{VZ2}

Grouping: |1

@p oo )
fipen automatcaiy
Gilp oso s g
P_ME
—
@y rome

&y  P_OGD PRINTER GRAPHICS{VZ}
o P_OGD PRINTER LABEL{V2}
&y  P_OGD PRINTER RFID{VZ}

B [Type [Name Session Attributes l— &3] [Grouping

m

a

Refresh Links List

Home

Figure 40
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DEFENSE INFORMATION SYSTEMS AGENCY
DEPARTMENT OF DEFENSE

- B
ﬁ' Home :'\ Non-CAC/PIV Password Reset Support

Site ID: Ogden Site B WS

You are accessing Reflection as
CN=ARCEO.MANUEL.E.1231977437,0U=DLA,0U=PKL,OU=D0D,0=L.5.
Government,C=1S.

A |T\;pE |Name -~ | Grouping |

]

-

—
Session Attributes _—

Name: [P_OGD PRINTER RFID{VZ}

Grouping: |1

m

P_OGD PRINTER RFID{V2} -

o

Refresh Links List

Figure 41

If you have any other production CAC enablement issues with MUA, please contact the
DLA EHD who will open an EHD Ticket/Work Order for the problem.

Enterprise Help Desk for IT Support.
Enterprise Help Desk

Hours of Operation: 24 x 7

Call: 855-352-0001

E-mail: DLA Enterprise Help Desk
Website: DLA EHD Portal

Thank you for your participation in the DSS Production CAC/PKI enablement project.
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9.0 Frequently Asked Questions

Question:

Answer:

Question:

Answer:

Question:

Answer:

Once we register our CAC's and get the approval message, is there a way
to test it and determine if the registration process worked, or are we just
testing the process of registering?

You are not testing the registration process. Your CAC is registered in the
"live" RACF database for that system. Once you get the "success"
message, you will not be able to test your CAC logon until your DISA
MIAP selections/COIl has been changed, adding the new CAC/PKI sign-
on for our DSS systems. This COI will soon be rolled out in phase Il of
the DSS CAC enablement project.

During the zPAT registration process, | entered my current DSS username
and password. When my password changes do | have to register again
with the correct information?

No, you do not have to register again. Once your CAC has been
registered within the RACF Security System it becomes another security
element within your RACF security profile. Your CAC will remain
registered until you change it by using the zPAT utility -
deregister/register selections in your documentation. RACF Password
changes will have "no" effect on your currently registered CAC/PKI

credentials.

Does the CAC login satisfy the DISA 30/45 day suspend/delete policy?
Correct! Your CAC logins will update the RACF account "Last Used
Count" to keep your ID active, the same as when you sign-in using your
current RACF USERID and password. So the answer is "yes™ it will
satisfy the 30/45 day inactivity rules outlined in the DISA STIGs.
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